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Health Information Compliance Alert

Toolkit: Want to Utilize Testimonials on Social Media? Get Your
Patients' Authorization First
Social media can boost your office revenue, but make sure it's HIPAA compliant.

As more and more outreach goes online, social media continues to be a handy tool for providers and their staff to engage
and educate patients. But there are a lot of loose ends and opportunities for the loss of PHI when you highlight and
profile procedures and patients to promote your practice and advise your community via public forums like Twitter or
Facebook.

HHS-OCR has certain rules and regulations that must be followed under HIPAA before your start blasting out your
practice testimonials. See the federal guidance at: https://www.hhs.gov/web/social-media/policies/index.html.

Check out the following form authorizing social media testimonials created by Paul Hales, Esq., a healthcare attorney
in St. Louis, MO, which he includes in his HIPAA E-Tool:

Dr. Smith
Authorization for Testimonials - Social Media
Date: __________________________________________

Name of Patient:___________________________________
Date of Birth:________________________________________
Last 4 numbers of SSN: XXX-XX-
Address: _____________________________________________________

We very much appreciate the fact that you are pleased with your experience at Dr. Smith and Associates and wish to
provide a testimonial expressing satisfaction with your experience. Your testimonial may be posted on our website, used
in social media or printed materials and may be released to the media. Please understand that a testimonial may involve
the use or disclosure of information that is protected by health privacy law. In order for you to make a testimonial you
must authorize the use or disclosure of information about you in your testimonial. You may use this form to provide the
necessary authorization.

Authorization:

I hereby authorize the use and disclosure of information I describe in this form for testimonial purposes by Dr. Smith. My
authorization to use my information extends to any persons and agents working on behalf of Dr. Smith to create or
maintain materials in any format that may include my testimonial including but not limited to printed materials, websites
and social media.

1. Description of the information to be used or disclosed in my testimonial:

Please describe the information that will be in your testimonial � for example, your name, picture, a video of you talking
about your experience, etc. � in this box:

2. Name or Identification of persons to whom I authorize Dr. Smith to make the requested use or
disclosure:

I authorize Dr. Smith to use my information as a testimonial for disclosure to the general public who may view or read my
testimonial on materials created by or for Dr. Smith and Associates including but not limited to printed materials,
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websites and social media.

3. Purpose

The purpose of the requested use or disclosure is "At My Request."

4. Expiration Date of this Authorization

This authorization shall be valid � unless I revoke it earlier in writing � for ten (10) years from the date I sign it. I
understand that:

1. I may revoke this authorization at any time in writing and that Dr. Smith will furnish me with a form to make my
written revocation if I ask for the form but I am not required to use that form to make my written request for revocation.
2. My revocation will not apply to the information that has already been released as permitted by this authorization.
3. Dr. Smith may not condition my treatment or payment, enrollment or eligibility for benefits on whether I sign this
authorization.
4. The persons to whom this information is disclosed may re-disclose the information and it will no longer be protected
by federal health information privacy law.
5. I have a right to request and receive a copy of this authorization.

I have read and understand this Authorization for Testimonials - Social Media, signed it voluntarily and
received a copy.

Signature of Individual or Personal Representative_______________________________________________________
Printed Name of Personal Representative, if any_________________________________________________________
Personal Representative Authority to act for the Individual (Documentation may be requested)____________________

¨ Identity of the Individual verified
¨ Identity and Authority to Act of Personal Representative verified

Received and confirmed for Dr. Smith by:
_______________________________________________________
Signature                                                                       Printed Name/Title

Resource: To review Hales' HIPAA E-Tool, visit https://www.thehipaaetool.com.
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