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Health Information Compliance Alert

Risk Assessment: Understand The 6 Major Risk Categories For Your
Risk Assessment
And check out 10 other risk areas that you shouldn't overlook.

You may feel like the risk assessment idea has been drilled into your head, but you should look at risk analysis from all
angles. And one way to gain a different perspective on risk assessments is to identify and define certain key risk
categories.

According to Susan Ulrey, an internal audit and compliance practice leader for two CPA consulting firms who has
conducted more than 100 risk assessments, you should understand the following six key risk categories:

1. Strategic: The risk that your organization will not meet its business objectives due to poorly defined business
strategies, poorly communicated strategies, or the inability to execute these strategies due to inadequate organizational
structure, infrastructure or alignment.

2. Operational: The risk that operational processes are not achieving the objectives they were designed for to support
the business model. This risk addresses inefficient operations, poor alignment of processes with objectives and
strategies, failure to protect assets, etc.

3. Financial: The risk that financial reporting is inaccurate, incomplete, or untimely due to a variety of factors including
the pace of change, the amount of uncertainty, the presence of a large error, or the pressure on management to meet
certain expectations.

4. Compliance: The risk that your organization is not in compliance with the legal and regulatory requirements
associated with mandated federal and state regulations, statutes, and standards.

5. Technology: The risk that IT systems/applications are unavailable and/or there is a lack of integrity with the data and
information to support decision making. This risk also considers the level of use, sophistication, complexity, robustness,
ease of use and speed, and accuracy of system recovery/replacement.

6. Human Capital: This risk addresses the type of behaviors that management encourages, the methods used to
reward employees, and the approach to consistently enforce policies and procedures. This risk also includes the
selection, screening, and training of employees, as well as the reason and frequency of turnover.

Evaluate Other Key Risk Areas, Too

Although the above categories are the major risk areas, Ulrey identifies the following other risk categories to consider:

Financial impact/assets at risk;
External compliance and regulatory issues;
Significant organizational change;
Complexity;
Reputational;
Information sensitivity/confidentiality;
Health and safety;
Senior management/Board of Trustees concerns;
Internal controls/prior audit results; and 
Time since last audit. 
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