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Health Information Compliance Alert

Ensure Your BAA Contains These Essential Items
HHS provides an updated view on what your contract must contain.

Leaving even one seemingly minor item out of your business associate agreement (BAA) could spell disaster for your
facility or practice. Here's what the U.S. Department of Health & Human Services (HHS) has to say about what you
need to include in your BAA.

On Jan. 25, HHS published refreshed guidance on BAAs. According to HHS, your BAA must:

·         Establish the permitted and required uses and disclosures of protected health information (PHI) by the
business associate (BA);

·         Provide that the BA will not use or further disclose the PHI other than as permitted or required by the
BAA, or as required by law;

·         Require the BA to implement appropriate safeguards to prevent unauthorized use or disclosure of the
PHI, including implementing requirements of the HIPAA Security Rule with regard to electronic PHI
(ePHI);

·         Require the BA to report to the covered entity (CE) any use or disclosure of the PHI not provided for by
its contract, including incidents that constitute breaches of unsecured PHI;

·         Require the BA to disclose PHI as specified in its contract to satisfy a CE's obligation with respect to
individuals' requests for copies of their PHI, as well as make available the PHI for amendments (and
incorporate any amendments, if required) and accountings;

·         To the extent the BA is to carry out a CE's obligation under the Privacy Rule, require the BA to comply
with the requirements applicable to the obligation;

·         Require the BA to make available to HHS its internal practices, books, and records relating to the use
and disclosure of PHI received from, or created or received by the BA on behalf of, the CE for purposes of
HHS determining the CE's compliance with the HIPAA Privacy Rule;

·         At termination of the contract, if feasible, require the BA to return or destroy all PHI received from, or
created or received by the BA on behalf of, the CE;

·         Require the BA to ensure that any subcontractors it may engage on its behalf that will have access to
PHI agree to the same restrictions and conditions that apply to the BA with respect to such information;
and

·         Authorize termination of the contract by the CE if the BA violates a material term of the contract.
Contracts between BAs and their subcontractors are subject to these same requirements.

Source: U.S. Department of Health & Human Services Office for Civil Rights
www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/contractprov.html.
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